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Abstract- Internet of Things is a recent potential advancement in an IT arena, consists of multiple smart
things (devices) which are connected through a physical network. Cisco incorporation predicts that 10T
network will connect 50 billion devices by 2020. Most of the industries are adopting loT technology, and
because of its fast-spreading, massive adoption and deployment, current authentication mechanisms have
serious disadvantages. For numerous reasons, the security issues are the major hurdle in the adoption
and deployment of 10T on a large scale since it is highly vulnerable to attacks. In this paper, a
Blockchain-based authentication mechanism is proposed called Ethereum. It is a public blockchain
mechanism. It has emerged as a technology that possesses great capabilities of providing secure
authentication, management and access control for 10T devices in a decentralised, trusty and flexible
manner by creating a safe environment. The devices can identify and trust each other, and only

authenticated users are given permission to access them.

Index Terms-- Blockchain, Ethereum, Internet of Things (10T), Security

I. INTRODUCTION

Internet of things (10T) is an emerging technology. 10T aims
at interconnecting devices and people to the internet [1]. It
represents a network where ‘‘things’’ or embedded devices
having sensors are interlinked through a private or a public
network providing a wide range of services to its users [2].
The smart connected devices or ‘things’ range from simple
wearable accessories to large machines, each containing
sensor chips. However, only authenticated and authorised
users must be granted access to the system. Otherwise, the
10T ecosystem will be prone to numerous attacks. Whereas,
the rapid increase in requirements for deploying 10T on a
large scale results in significant security issues. Various
security issues are considered to be the significant
challenges in an 10T ecosystem that includes authentication,
authorisation, privacy, access control, information storage,
management and system configuration [3].

Recently, the Gartner study concluded that approximately
20 billion devices, things or physical objects are going to be
connected to the internet by 2020 [4]. Such physical objects
acquire useful information and communicate with software
systems through the internet [5]. As a result of such
extensive and rich interaction, these devices produces
enormous amounts of data, enabling dependent services.
Other than the benefits which are provided by these
services, numerous critical security and privacy issues may
arise. To this point, some efficient security and privacy
measures need to be taken to avoid 10T ecosystem from
being at a risk of failure. For handling transactions or
sensitive data in a trustworthy online system, authentication
is considered to be the critical component, as it is the
process of proving identity or determining whether

something or someone is actually what or who it is trying
and declaring to be [6]. Blockchain was proposed for the
very first time by Satoshi Nakamoto in 2008, and its
implementation was started in 2009 [7]. Blockchain is a
distributed, decentralised ledger (database) technology,
mostly regarded as a public ledger that stores all the
transactions in a chain of blocks. The chain of blocks
includes a timestamp and cryptographic hashes which are
used to link these blocks [8]. When new blocks are added to
the chain, the chain as a result grows. For preventing a
single point of failure in Blockchain, a copy of the ledger is
maintained by each node which is kept updated and
validated simultaneously [7]. These blocks consist of two
parts, one is the transaction or record that is stored by the
database and the second part is known as a header which
includes block information such as hash, a nonce, timestamp
of block transaction and hash of the previous block [9].

All the participating nodes involved in the blockchain
ecosystem have to generate and maintain the ledger [8]. The
participating nodes are of two types: the read-only nodes
which can only read the transactions and the other one are
read-write nodes which are usually known as miners that
can read and write the transactions. Miners are allowed for
adding transactions to the chain and are termed to be as
unique nodes [9]. Blockchain is a trusted technology with a
lot of potential merits. It is considered to be one of the core
techniques in a decentralised network environment, as it is
distributed, decentralised and unchangeable [7]. Miners
need to complete proof of work (PoW) so that the block is
accepted by the peers included in the blockchain network
[10]. The basic structure of the Blockchain is shown in Fig
1.
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FIGURE 1. Basic structure of Blockchain

Many researchers have believed that Blockchain provides a
promising solution for ensuring the security of 1oT. We also
have taken benefits from this technology to guarantee the
security of 10T ecosystem. The main goal of our study is to
propose an authentication mechanism based on blockchain
type Ethereum, which is a public blockchain and ensures the
security of 10T in a distributed and decentralised manner.
The mechanism intends for creating secure zones where user
and devices can communicate with each other securely. The
rest of the paper is organised as follows: Section Il is the
Related Work which comprises of the blockchain
introduction in detail and includes the work done by other
authors in ensuring the security of 10T using Blockchain,
section 111 is the Proposed Technique, section IV includes
Results and Discussion, and finally, section V is comprised
of conclusion, which concludes the paper.

Il. RELATED WORK

This section holds a detailed review and contributions of the
authors on how Blockchain is integrated with Internet of
Things to address the security challenges arises in the
context of 1oT. Many researchers concluded 10T as a system
of ‘things’ where only trusted users would be given access.
However, existing solutions to address security are not fully
adapted to such a system due to some limitations and
heterogeneity of the devices [11]. Often, a hybrid or a
combination of security solutions and techniques are
needed, which incurs a huge cost. Secondly, an ecosystem
comprised of multiple nodes may result in enormous
scalability issues as existing efficient security solutions, e.g.
Public Key Infrastructure (PKI) are often centralised [12].
Finally, it becomes difficult to integrate new services and
scenarios as each application uses a different security
architecture, approach and deployment. Therefore, it
becomes necessary to propose a new security mechanism for
an loT ecosystem. To meet the security requirements in an
IoT ecosystem, many researchers believe that Blockchain
provides a promising solution. A solution that 1) allows new
devices and services integration easy, 2) provides full
adaption to needs and requirements of loT and 3)
Independent of device type and application’s design and
architecture [12].

Recently, a lot of work has been done in integrating
blockchain technology in loT infrastructure. Taking benefits
of Blockchain’s resiliency and power, the authors [13]
proposed an efficient decentralised authentication

mechanism based on Blockchain called bubbles of trust. The
authors [14] have proposed an access control policy which is
dynamic and is based on blockchain technology to be truly
distributed with taking benefits from machine learning for
the internet of things. The authors [15] proposed a user
authentication scheme based on the Blockchain without
involving any third part to analyse and ensure the security of
10T devices. Only authorised and secure access must be
granted to loT resources and to ensure this, [16] has
proposed a solution called 10T Chain which is a security
architecture based on blockchain technology for securing the
internet of things. The authors [17] have presented and
discussed many state-of-the-art techniques and mechanisms
that are available in the existing literature. The authors [18]
have proposed a Blockchain connected gateway design,
which in the blockchain network securely maintain the user
privacy for 10T devices in terms of sensitive data.

The authors [19] realised to propose a Blockchain-based
data security framework for introducing tamper-proof and
transparent data storage and its retrieval in 10T systems.
Most of the 10T devices are lightweight and low energy, and
they dedicate most of their computation and energy for the
execution of some core functionalities, which makes the task
of moderately supporting security much tricky. To
overcome such challenges, the authors [20] have proposed a
Blockchain-based security and privacy architecture to fulfil
loT demands to a scalable, distributed and lightweight
security and privacy mechanism.

The authors of [21] have proposed a decentralised scheme
for data storage based on a public blockchain and certificate-
less cryptography. The author [22] proposed a Blockchain-
based solution to enable secure communication, access
control and authentication to loT devices. The authors [23]
have proposed a hyper ledger fabric-based secure
blockchain technique for data transmission in Industrial 10T.
The authors [24] have proposed a decentralised access
control framework based on Blockchain for the internet of
things called Fair-Access. The authors [25-30] have
proposed an identity framework based on Blockchain for
I0T. They have applied this framework to smart homes
based on 0T to achieve self-management identity by the
end-users. The authors [26] have proposed an authentication
model by combining Physical Unclonable Function (PUF)
and Blockchain. The authors [27-35] have proposed an out-
of-band two-factor authentication system based on
Blockchain infrastructure for securing Internet of Things.
10T and Blockchain are integrated and the integrated system
were implemented with Eris Blockchain platform and
emulator devices. The summary of the related work is
mentioned in Table 1 below:
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TABLE 1
SUMMARY OF THE RELATED WORKS

Proposed Authentication Blockchain’s Implementation

Approach Consideration Type
Mohamed Tahar Yes Ethereum Yes
Hammi et al.
Aissam Partial Not Specified No
Outchakoucht et
al.
Ali Dorri et al. Yes Bitcoin Simulations
DongXing Li et Yes Hyperledger No
al. Fabric
W. Liang et al. Yes Hyperledger Simulations

Fabric

Aafaf Ouaddah et No Bitcoin Yes

al.

I1l. PROPOSED MECHANISM

The primary goal of our proposed approach is to secure 10T
ecosystem by virtually creating a secure environment where
devices can trust and communicate with each other and user
may grant access to any loT device after successful
authentication. All the devices exist in that environment will
communicate with every other device belonging to that
environment and considers the rest of the devices as
malicious. We are creating an environment of trust and call
such an environment as “Trusted Vicinity”. Thus, all the
devices or members that belong to these “Trusted
Vicinities” can trust each other, and such an environment is
kept inaccessible and protected from non-member devices.
For achieving our proposed system, we rely on a blockchain
type Ethereum, which is a public blockchain, and it
implements a smart contract. The proposed approach
implements both user-to-device and device-to-device access
after successful authentication process using a smart
contract.

A. INITIALISATION PHASE
The initialisation phase is comprised of two phases,
mentioned and discussed below:

PHASE 1: USER-TO-DEVICE AUTHENTICATION

In the case of user-to-device authentication, the identity of
the user is verified by the smart contract. The user is an end-
user, or a customer wanted to gain access to particular 10T
devices to carry out their respective tasks. The smart
contract determines if the user is legitimate and is allowed to
gain access to their required 10T devices. Admins and End
users have a unique Ethereum Address and are directly
interfaced with the smart contract using the Ethereum
wallet.

PHASE 2: DEVICE-TO-DEVICE AUTHENTICATION
In case of device-to-device authentication, each “Trusted
Vicinity” consists of multiple IoT devices, where a

particular device is designed as Master node of that vicinity,
and this Master node is the owner of a private/public key
pair. The Master node looks more like a certification
authority. Any device from the trusted vicinity can be
termed as master and the rest of the devices in that vicinity
are called as Followers. An Elliptic Curve Cryptography is
used for key exchange, and a private/public key pair is
generated by each follower. After that, each follower in the
vicinity is given with a structure called the ticket.

This ticket is basically a lightweight certificate consists of
64 bytes and contains three parameters, i.e. 1) A Group
Identifier (Grp_ld), which is the identity of a particular
vicinity to which a device belongs or is part of. 2) An Object
Identifier (Obj_Id), which represents the unique identity of
each object/device that belongs to a particular vicinity. 3)
Public Address (Pub_Addr), which shows the public address
of the follower. 10T devices have unique object identifiers,
but they don’t have a direct interface with the smart
contract. The first 20 bytes of the follower’s public key are
represented as Secure Hash Algorithm 3 (SHA-3) [28] and
4) A Signature Structure, it uses master’s private key of a
particular vicinity to represent Elliptic Curve Digital
Signature  Algorithm  (ECDSA). In  user-to-device
authentication, the user sends an authentication request to
Blockchain using Ethereum wallet address which checks for
the user’s validity. For concatenation of Group ldentifier,
Object Identifier and the Public Address the signature
includes SHA-3 hash and the structure of the ticket is given
below:

Signature (SHA-3 (Group Identifier | Object Identifier |
Public Address))

B. SYSTEM’S ARCHITECTURE AND FUNCTIONALITY
The working and life cycle of our proposed mechanism is
detailed in FIGURE 3, FIGURE 4, FIGURE 5 and FIGURE
6. First of all, the connected things in an 10T ecosystem may
belong to various sectors such as, industry, house, city,
hospital etc. and are shown in Fig 2, whereas Algorithm# 1
shows various parameters and functions that used in our
proposed mechanism. FIGURE is the initialisation Phasel
which represents the authentication scenario which includes
that the end-user when wants to access a particular
device(s), it first initiates an authentication request that is
sent to the smart contract specifying the unique user’s
Ethereum Address, Obj_Id of the device user wants to
access and its respective Grp_Id to which that device
belongs.
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Variables:

Obj: Object
Sender: Object
Receiver: Object
Admin

User

Master

Follower

Functions:

Function 1: UserldExists (Integer User_Id, Blockchain BC)
//Check if user identifier exists on Blockchain or not
Function 2: ObjectldExists (Integer Obj_ld, Blockchain BC)
//Check if object identifier exists on Blockchain or not
Function 3: GroupldExists (Integer Grp_ld, Blockchain BC)
//Check if group identifier exists on Blockchain or not

Function 4: ObjectAddressExists (Integer Obj_Address, Blockchain
BC)

//Check if address of the object exists on Blockchain or not
Function 5: Error ();

//Return Error Message

R

B

= 0 =

FIGURE 2. Things in an 10T Network
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ALGORITHM#1 Variables & Function Definition

If the user is legitimate, the smart contract broadcast a
message to both user and device which includes an Access
token and sender’s (user) Ethereum address. When this
message is received at the user end, the user creates a
package which is signed by Ethereum private key and it
includes Access Token, User’s IP Address, Ethereum Public
Key and Access Duration.

The package is sent to the corresponding device using its
public key. When the package is received by that device, its
contents are verified and upon success the user is granted
access by the device from sender’s (user) IP address for the
specified duration. And in Fig 4 Phase 2, master chooses the
Group ldentifier (Grp_Id).
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FIGURE 3. Initialisation Phase 1
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FIGURE 6. Association Request from Devices to Blockchain

Furthermore, all the objects included in the Group are
provided with a ticket which is signed by the master. After
when the Group is prepared, a ‘trusted vicinity’ will be
created at the blockchain level and is shown in Fig 5. As we
have chosen a public blockchain so any user can create a
‘trusted vicinity’. For the creation of ‘trusted vicinity’ at
blockchain level, master has to send a transaction which
includes the identifier of the master (i.e. Obj_Id of the
Master) along with the Group identifier the master wishes to
create. Blockchain is responsible for verifying both Master’s
Obj_Id and Grp_Id. ‘Trusted Vicinity’ is created after being
transaction is considered valid.

begin

if (ObjectldExists (Obj_Id, BC) == True) then

return error ();

if (ObjectAddressExists (Obj.Grp_ld, BC) == True) then
return error ();

if (Object. Type = User) then

if (UserldExists (Obj.User_ld, BC) == True) then
return error ();

if (Object. Type = Master) then

if (GroupldExists (Obj.Grp_Id, BC) == True) then
return error ();

else if (Object. Type = Follower) then

if (GroupldExists (Obj.Grp_Id, BC) == False) then
return error ();

if (BC.TicketVerification (obj.Ticket) == Failed) then
return error ();

else

ALGORITHM# 2 Association Rules of Proposed Mechanism

Followers in turn (the objects which are part of the system)
associate themselves to their corresponding groups or
‘trusted vicinities’ by sending the transaction to the
Blockchain. The smart contract at blockchain level verifies
their Obj Id and then their ticket’s validity is checked
following the master’s public key of that particular Group or
‘trusted vicinity, as shown in FIGURE 6. If any of the
above-mentioned condition fails to satisfy, the follower
cannot be associated with the Group or ‘trusted vicinity’.
Algorithm# 2 describes the association rules of the objects
involved in the mechanism.

But if the first association request by follower is successful,
it do not need to use its ticket in future for authenticating
itself. Followers or master of two or more ‘trusted vicinities’
that are associated or stored on a blockchain can exchange
messages and transactions.

We also have defined some key points for blockchain access
control upon various objects and transaction, which are
mentioned below:

1) After the association request, if any group or ‘trusted
vicinity’ wants to join, it can, after when the master
sends ‘create’ request to the Blockchain but it should be
with a unique Grp_Id.

2) All the Masters with duplicate name or Grp_ld cannot
create the Group.

3) The objects belonging to the same Group can
communicate and send data and transactions.

4) The objects belonging to different authenticated groups
can also exchange data and transactions, but through
their respective Masters’.

5) Any external entity/object/group that does not exist on
the Blockchain (i.e. No Master has created the Group
on the Blockchain) and wants to access or carry out
transaction with any of the authenticated Group or
‘trusted vicinity” is rejected.

6) Any object that do not have a ticket or with a fake one
cannot be associated with any group or ‘trusted vicinity’
and thus they are not allowed to communicate with any
object of ‘trusted vicinity’. Algorithm# 3 shows the
communication rules for the objects involved in the

proposed mechanism.
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ALGORITHM#3 Communication Rules of Proposed Mechanism

begin

if (ObjectldExists (sender_ld, BC) == False)

or (ObjectldExists (receiver_ld, BC) == False) then
return error ();

if (BC.SignatureVerfication (sender. Message) == Failed)
then

return error ();

// Secure Communication of objects and data exchange
completed with success

Due to transaction’s signature, the authentication of objects
and integrity if exchanged messages are ensured. The miners
must validate the smart contract once it is created and sent
by a transaction to the Blockchain. An address (e.g.
0x89f78fa9f456dbd0albc22a09befcb6ada04d6b3)  which
always starts with ‘0x’, is received by the owner of the
contract as a result of successful validation that addresses
basically refers to the contract that resides on Blockchain.
This address is accessible to any user as it is made public
and can be used without a single constraint.

Following a consensus algorithm, the proposed smart
contract has the following rules based on the type of the
object.

If the Object Type is “Master” it has to consider the
following rules, mentioned below:

1) Master is allowed for signing tickets only.

2) It is responsible for the creation of the Group at
blockchain level with only a unique identifier of the
Group which does not already exist on the Blockchain.

3) Master being out of service, should not affect the

functionality of rest of the Group or ‘trusted vicinity’.
4) Any object can be master.

If the Object Type is “Follower” it has to consider the
following rules, mentioned below:

1) The follower cannot be associated with more than one
Group.
2) Itonly exists or is associated if its Group exists.

3) Itis not allowed for the creation of a new Group.

4) The first transaction of follower requires authentication
done by using a ticket that is signed by the group

identifier’s (Master) private key.

If the Object Type is “End User” it has to consider the
following rules, mentioned below:

1) End users are customers who generate access request to
access certain loT devices through a smart contract.
2) They can access one or more loT device upon

successful authentication.

If the Object Type is “Admin User” it has to consider the
following rules, mentioned below:

1) The first Admin is the creator or owner of the smart
contract.

2) Admin owns one or more 10T devices.

3) Admin is the entities who manage access control list of
end-users and their permissions to access 10T devices.

4) They are also responsible for adding, registering and
de-registering of loT devices to their respective
vicinities.

5) Upon successful authentication, Admins through smart
contract allows end-users to access their required 10T

devices.

If the Object Type is both “Master and Follower” they have
to consider the following rules, mentioned below:

1) The Obj_Id of both Master and Follower must be
unique but same Grp_Id if they belong to the same
Group or ‘trusted vicinity’.

2) Their key-pair and public addresses must be unique.

3) Messages must be communicated between the objects
of the same Group as well as other groups that exist on
the Blockchain, and rest are considered malicious.

4) All the exchanged transaction and messages should be

signed and verified.

IV. RESULTS AND DISCUSSION
Implementation of 10T requires lots of privacy and security
related issues to be addressed. We have proposed an
authentication mechanism using Blockchain which provides
a decentralised solution, overcoming the issues of
centralised or central authority (CA), which causes huge
scalability issues, being single point of failure, expensive
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and etc. The proposed authentication mechanism increases
the network connectivity of 10T and builds trust between all
the devices. This mechanism is useful in both user-to-device
and device-to-device communication in an 10T network. The
user, when authenticated by following the mentioned
protocols, is given access to any 10T device, ensuring secure
access and the devices in an loT network are allowed to
communicate with each other once a trusted vicinity is
created and devices are authenticated, and they can also
communicate with the devices of other trusted vicinities but
considers those devices malicious which are non-member
devices. However, the implementation of the proposed
mechanism is to be done in future.

In an 10T network, we not only ensure the secure flow of
data and information but also to identify authenticated
devices. In the Blockchain based authentication system
every device is connected in a peer-to-peer manner
following a consensus protocol. Every device is identified
using their unique public key, which is generated by the
system.

Our proposed mechanism ensures the security of the loT
network without relying on a centralised system and keep
the system secure against the following attacks mentioned
below:

Man-In-The-Middle (MITM) Attack: Following our
proposed mechanism, MITM attack is guaranteed to not
happen as messages or transactions are sent to devices using
their public/ private key and hash technique, so only
authorised users and devices will receive the message.
Messages on the receiver side will be ignored in case of any
modification made to the message. None the less message
exchange in Blockchain also uses a digital signature concept
which makes it more secure.

Impersonation Attack: All the transactions that took place in
the blockchain network are mined and verified by the
Blockchain using digital signature and mining process. Each
user and device has their own unique identity in the system
using process of authentication.

Replay Attack: the network power in the blockchain
environment cannot be captured more than half by any
device. Every sent or received transaction is recorded in the
blockchain ledger after being verified and mined. So none of
the transaction can be transmitted in the network for
multiple times.

Denial of Service (DoS) Attack: Every broadcasted
transaction goes through a verification process in the
network, to check if the transaction is valid or not. So DoS
attack is almost impossible to occur.

Most of the existing approaches relies on Bitcoin, which
basically takes 10mins for block creation and validation, a
huge interval of time which is not tolerated by some loT

devices. Whereas some approaches uses Ethereum but
address other security goals such as access control,
authorisation etc. as mentioned in [14] [24]. However, the
author [13] have proposed an authentication mechanism in
which the devices are allowed to communicate with each
other in their respective bubble only, whereas 10T requires
the devices to communicate in overall 10T ecosystem where
needed. Still, Blockchain implemented security mechanisms
have various issues, and most of the efficient existing
solutions are often centralised, e.g. Public Key Infrastructure
(PKI) [12] which has its own problems like a single point of
failure, expensive etc.

V. CONCLUSION

Security is and will always remain an essential aspect of
software and hardware products. Any security breach to
devices, networks and people can cause catastrophic
consequences. Internet of Things (loT) is an innovative
technology, consists of multiple devices and has many
applications. Each device must be reachable and produce
content that can be retrieved by any authorised user. In
many cases, access to these devices and their
communication exchanges should be secure. For numerous
reasons, the security issues are the major hurdle in the
adoption and deployment of 10T on a large scale since it is
highly vulnerable to attacks. In this paper, we propose an
Ethereum based Blockchain authentication mechanism to
secure the internet of things environment by creating secure
zones. Our proposed approach can be applied to various
contexts of loT, their services and scenarios. As our
approach relies on a public type of Blockchain, therefore, all
the security properties are ensured. In the future, we intend
to implement the proposed mechanism by writing the smart
contract in solidity language using Remix IDE and to
evaluate its performance in terms of cost and time.
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